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Submitting Questions

To share questions or comments:

Type into the “Questions” box on 
the right side of your screen and 
click the “send” button. 

Replies to questions that are 
general in nature will be posted in 
the “Chat” box.

Replies to questions for speakers 
will be answered during Q&A.



All In: Data for Community Health

1. Support a movement acknowledging the 
social determinants of health

2. Build an evidence base for the field of multi-
sector data integration to improve health

3. Utilize the power of peer learning and 
collaboration



We are All In!

COMMUNITY HEALTH PEER 
LEARNING PROGRAM

NPO: AcademyHealth, Washington DC

Funded by the federal Office of the 
National Coordinator

15 former grantees

BUILD HEALTH CHALLENGE

Funded by 10 national & local funders 
(including Advisory Board, de 

Beaumont Foundation, the Colorado 
Health Foundation, The Kresge
Foundation and Robert Wood 

Johnson Foundation)

18 former grantees, 19 current 
grantees

DATA ACROSS SECTORS FOR 
HEALTH

NPO: Illinois Public Health Institute in 
partnership with the Michigan Public 

Health Institute

Funded by the Robert Wood Johnson 
Foundation

10 grantees

CONNECTING COMMUNITIES 
AND CARE

Funded by the Colorado Health 
Foundation

14 grantees

PUBLIC HEALTH NATIONAL 
CENTER FOR INNOVATIONS

Funded by the Robert Wood 
Johnson Foundation

9 grantees



Speakers
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Mid-States Region of the 

Network for Public Health Law 

at the University of Michigan 

School of Public Health

Joshua M. Sharfstein, 

MD, Associate Dean for 

Public Health Practice 

and Training, Johns 

Hopkins Bloomberg 

School of Public Health
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Overview

1. Data Challenges in Public Health

2. HIPAA

3. Using Healthcare Data
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Wanted: Timely, Frequent, & Local Data

Vital statistics 6-12 month delay

BRFSS 2015 data now available

MEPS 2015 data now available

National Survey of Drug Use and 

Health

2015 data

• Most data is aggregated to year

• Geographically, most data is at 

county level

• Zip codes can have more than 

100,000 people

• Census tracts can have 

thousands of people
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Consequences of Inadequate Data

1.Hard to spot key trends

2.Difficult to recognize opportunities for 
intervention

3.Challenging to generate urgency or political 
engagement

4. Impossible to assess public health impact of 
interventions in a reasonable time frame
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Public Health Officials: 

Data from Healthcare Can 
Address the Gaps
■ Local public health departments “would benefit from 

additional data from hospital and ambulatory care settings, 
particularly data from electronic health records.

■ “Respondents said that [electronic health records] held 
significant potential for …surveillance, especially for 
chronic disease monitoring to both guide action and 
geographic “hot spotting” of both communicable and 
chronic diseases not included in statutory reporting 
requirements.”
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Is this legal under HIPAA?
Q Is the entity that would be providing data covered by HIPAA?

Q If yes, is the data to be shared protected health information?

Q If yes, does HIPAA require or permit the data to be shared 
with a public health agency?

Q If yes, is the request (1) related to a legitimate public health 
purpose? (2) asking only for the minimum necessary data?

■ NOTE: This presentation focuses on HIPAA, a federal law. There 
may be other relevant local statutes that could prohibit disclosures 
that are permitted by HIPAA.

■ SECOND NOTE: This presentation focuses on the law. But it’s also 
critically important that public health programs be developed and 
implemented in accordance with ethics, community engagement, and 
evidence.
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Use Case 1: Is Childhood Asthma 
Rising or Falling?

■ The Health Department requests weekly 
data on each childhood asthma Emergency 
Department visit and admission for each 
child who lives in the county, including 
date, age in years, gender, and 
race/ethnicity.

■ The Health Department’s plan is to 
combine and analyze the data for trends, 
and to release a public report every 6 
months with suppression of cell sizes less 
than 10.  
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Q Is the entity that would be providing 
data covered by HIPAA?

Covered entities are:

■ Health plans

■ Most health care providers

■ Health care clearinghouses

■ A covered entity’s business associate
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Q Is the data to be shared protected 
health information (PHI)?

PHI is:

■ Information, including demographic information

■ Relating to past, present or future

– Health status or condition

– Provision of health care

– Payment for health care

■ That identifies the individual or for which there 
is a reasonable basis to believe can be used to 
identify the individual
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■ HIPAA allows PHI to be disclosed to a 
“public health authority” and its authorized 
agents, without a patient’s authorization

■ Must be for a public health purpose

■ Must be “minimum necessary” needed for 
the public health purpose

Q Does HIPAA require or permit the 
data to be shared with a public 
health agency?
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Is this legal under HIPAA?

Q Is the entity that would be providing data covered 
by HIPAA?

Q If yes, is the data to be shared protected health 
information?

Q If yes, does HIPAA require or permit the data to be 
shared with a public health agency?

Q If yes, is the request (1) related to a legitimate 
public health purpose? (2) asking only for the 
minimum necessary data?
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Use Case 1: Is Childhood Asthma 
Rising or Falling?

■ HIPAA analysis: Public health agency is 
authorized to collect and use data to 
protect the public; PHI requested is for 
a clear public health purpose; data 
elements are minimum necessary to 
conduct a public health activity.
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Use Case 1: Is Childhood Asthma 
Rising or Falling?

■ HIPAA analysis: Public health agency is 
authorized to collect and use data to 
protect the public; PHI requested is for 
a clear public health purpose; data 
elements are minimum necessary to 
conduct a public health activity.
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How might public health use 
data?

■ Adopt public release policy

– Based on determination by qualified expert 
that risk that an individual may be identified 
is very small

■ Act consistent with your policy

■ Use professional judgement and common sense

Asthma cases in county 

for 6 month intervals

Age in years (0-21)

Gender

Race/Ethnicity

Release of aggregate 
data to the public
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Use Case 2: Where are housing 
conditions triggering asthma?

■ The Health Department requests weekly data 
on each childhood asthma ED visit and 
admission, including date, age in years, 
gender, and race/ethnicity … and street 
address.

■ The Health Department’s plan is to combine 
and analyze the data to identify locations in the 
city in need of additional services, such as 
housing inspections.
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Is this legal under HIPAA?

Q Is the entity that would be providing data covered 
by HIPAA?

Q If yes, is the data to be shared protected health 
information?

Q If yes, does HIPAA require or permit the data to be 
shared with a public health agency?

Q If yes, is the request (1) related to a legitimate 
public health purpose? (2) asking only for the 
minimum necessary data?
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Public Health 
Use of PHI
(Report page 14)

Q: How might a 

public health agency 

use PHI that it 

obtains from a health 

care organization that 

is a covered entity 

under HIPAA?

A: Public health agencies, which obtain PHI 

from covered entities, may use this 

information for the full range of public health 

activities that include, but are not limited to:

 Identify, measure, and monitor health 

problems and trends

 Choose, prioritize and target interventions 

to address health problems

 Mobilize necessary effort and resources to 

implement strategies

 Make sure that responses are 

implemented, vital conditions are in place, 

and crucial services are received to 

address health problems 

 Determine outcomes and assess 

effectiveness

 Assess and improve strategies to address 

health problems and quality of services

 Assure and improve their own operations 

to provide for the public’s health
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Use Case 2: Where are housing 
conditions triggering asthma?

■ HIPAA analysis: Public health agency is 
authorized to collect and use data to 
protect the public; PHI requested is for 
a clear public health purpose; data 
elements are minimum necessary to 
conduct a public health activity.
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Use Case 2: Where are housing 
conditions triggering asthma?

■ HIPAA analysis: Public health agency is 
authorized to collect and use data to 
protect the public; PHI requested is for 
a clear public health purpose; data 
elements are minimum necessary to 
conduct a public health activity.
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Use Case 3: Would you like a home 
visit?

■ The Health Department requests weekly data on 
each childhood asthma admission, including 
date, age in years, gender, and race/ethnicity, 
street address, name and contact information.

■ The Health Department’s plan is to develop a 
registry of children admitted to the hospital for 
asthma, and those most frequently admitted will 
be offered home visits and care coordination.
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Is this legal under HIPAA?

Q Is the entity that would be providing data covered by 
HIPAA?

Q If yes, is the data to be shared protected health 
information?

Q If yes, does HIPAA require or permit the data to be 
shared with a public health agency?

Q If yes, is the request (1) related to a legitimate public 
health purpose? (2) asking only for the minimum 
necessary data?
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Use Case 3: Would you like a home visit?

■ HIPAA analysis: there is a clear need, 
description of minimally necessary 
data elements for fulfilling a public 
health activity, and plan to use data 
without disclosing more than is 
needed.
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Use Case 3: Would you like a home visit?

■ HIPAA analysis: there is a clear need, 
description of minimally necessary 
data elements for fulfilling a public 
health activity, and plan to use data 
without disclosing more than is 
needed.
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Use Case 4: Don’t forget to check 
the care plan

■ The Health Department requests that hospitals 
share, in real time, copies of the Admission, 
Discharge, Transfer (ADT) message created at 
the start of every Emergency Department visit.

■ The Health Department will notify the 
Emergency Department immediately if the 
patient is in the registry and has an asthma 
care plan. 
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The Deceptively Simple ADT

■ ADT (Admission, Discharge, Transfer) 
messages are already generated by hospitals 
for every patient encounter

■ Sending copies of these messages to another 
service is relatively simple and inexpensive

■ Hospitals can send ADTs without any impact to 
hospital registration workflows and without 
adding any new technology
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Anatomy of an ADT
MSH|^~\@|PMS|ABC||AIT|201510211018||ADT^A03|201510211120321P||2.3

EVN|A03|201510191018||O|ADM105

PID|1||001001061077||TEST^JOE^^^^^L||19570427|M|SMITH|2028-9^Asian|123 STREET 

ROAD^B214^BROOMALL^PA^19008||(256)000-0000^PRN^^NO 

EMAIL^^256^0000000^^||English|S|CAT|20120082656|000000001|||N

PD1|||||||NUU|||||

PV1|1|I|EDA^ EDA^53|X^Emergency admission|||69999^DOCTOR 

SEUSS|||MED||||7^Emergency room|||69999^DOCTOR 

SEUSS|S|000001|K^20150908||||||||||||||||AHR||||||||201509081422|201510191018

PV2|||CA^Car Accident|||||||||||||||||||||DI|||||||||10/22/2015

DG1|1|10|V42.0^Car driver injured in collision^ICD10|Car driver injured in collision with two-

or three-wheeled motor vehicle in nontraffic accident|201503231413|F|140||||||||01|94307

IN1|0001|B80^^^^^||BC OF INDEPENDENCE|P O BOX 

69352^^HARRISBURG^PA^171069352||(215)000-

0000^PRN^^^^215^0000000||||ACME||||O|TEST^JOE^^^^^L|01|19570427|123 STREET 

ROAD^B214^BROOMALL^PA^19008|||1||||||||AD||||||QCB12345678|||||||F||Y||S
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Is this legal under HIPAA?

Q Is the entity that would be providing data covered 
by HIPAA?

Q If yes, is the data to be shared protected health 
information?

Q If yes, does HIPAA require or permit the data to be 
shared with a public health agency?

Q If yes, is the request (1) related to a legitimate 
public health purpose? (2) asking only for the 
minimum necessary data?
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■ HIPAA analysis: The hospitals will share the 
ADT data with a health information 
exchange, which will do the matching. Then 
only the matches will be shared with the 
Health Department and the clinician. There 
is a clear need, description of minimum 
necessary data elements for fulfilling a 
public health activity, and the Health 
Department is sharing data back to the 
hospital for the purpose of treatment.

Use Case 4: Don’t forget to 

check the care plan
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■ HIPAA analysis: The hospitals will share the 
ADT data with a health information 
exchange, which will do the matching. Then 
only the matches will be shared with the 
Health Department and the clinician. There 
is a clear need, description of minimum 
necessary data elements for fulfilling a 
public health activity, and the Health 
Department is sharing data back to the 
hospital for the purpose of treatment.

Use Case 4: Don’t forget to 

check the care plan
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Final Use Case: Is this program 
reducing illness from asthma?

■ The Health Department requests that hospitals 
provide data on all children in the county seen 
in the Emergency Department for asthma over 
a six month period. The data requested 
includes name, date of birth, demographic 
information street address, and date of visit.

■ The Health Department will compare outcomes 
in asthma between different groups of patients 
based on their exposure to different 
interventions in the community.
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Is this legal under HIPAA?

Q Is the entity that would be providing data covered 
by HIPAA?

Q If yes, is the data to be shared protected health 
information?

Q If yes, does HIPAA require or permit the data to be 
shared with a public health agency?

Q If yes, is the request (1) related to a legitimate 
public health purpose? (2) asking only for the 
minimum necessary data?



38

Public Health Practice 
vs. Research
(Report page 16)

Q: What is considered 
research under HIPAA?

A: The definition of research in 
the HIPAA Privacy Rule is the 
“systematic investigation, 
including research 
development, testing, and 
evaluation, designed to 
develop or contribute to 
generalizable knowledge.”  
Research is designed to 
generate generalizable 
knowledge that benefits those 
beyond the study participants 
who bear the risks of 
participation.  Public health 
practice is not research.

Q: How do you distinguish between 
public health practice and research?

A: The key difference is that public health 
activities are not meant to contribute to 
generalizable knowledge, but rather they are 
aimed at protecting the health of the population.  
The primary intent of an activity is the most 
important factor in distinguishing between 
public health practice and research. The intent 
of public health practice is “to identify and 
control a health problem or improve a public 
health program or service.”  This means that 
internal quality improvement, program 
evaluation and assessment are part of public 
health practice. There are other specific 
characteristics that can help distinguish public 
health practice from research. These include:
(1) Legal authorization for the activity at the 
federal, state, or local level; 
(2) A governmental duty to perform the activity;
(3) Performance or oversight of the activity by a 
governmental public health authority with public 
accountability;
(4) Legitimate authority for non-voluntary 
participation in the activity;
(5) Activity is supported by principles of public 
health ethics that focus on populations while 
respecting the dignity and rights of individuals.
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Final Use Case: Is this program 
reducing illness from asthma?

■ HIPAA analysis: there is a clear need, 
description of minimum necessary data 
elements for fulfilling a public health 
activity, and a plan to use the 
information for Health Department 
quality improvement activities.
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Last Use Case: Is this program 
reducing illness from asthma?

■ HIPAA analysis: there is a clear need, 
description of minimum necessary data 
elements for fulfilling a public health 
activity, and a plan to use the 
information for Health Department 
quality improvement activities.
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Repeating Some Key Points

• These use cases involve voluntary disclosures. 

• The legal analysis is limited to HIPAA. There may 
be other state laws that apply.

• Health Departments must collect and use data with 
a commitment to the ethical principles that animate 
public health, including respect for communities, 
social justice, and health equity.

• Health Departments must take care to implement 
privacy commitments effectively.
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First Steps for Health Departments

1. Define key public health issues and goals with public input.

2. Develop a data request with a clear explanation of public 
health purpose and explanation for why data to be shared is 
minimum necessary.

3. Obtain legal review to assure key participants of compliance 
with HIPAA and other applicable state and local laws.

4. Provide for public engagement on the purposes, use, and 
protection of data.

5. Work with partners to make plans to share data and improve 
health!
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New Resource: Health Care Data 101

This DASH reference guide serves as a 
starting point for non-health sector 
professionals who want to further 
investigate the health care data available in 
their local communities. 

Available at:

www.dashconnect.org/HealthCareData101

http://www.dashconnect.org/HealthCareData101


Upcoming All In Webinars

▪ Innovative Strategies for Engaging Residents in Community Health 
Improvement Planning

▪ Presentations by Garrett County and Seattle-King County public health departments

April 17 from 2:00 – 3:00 pm ET

▪ Part 2: Using Electronic Health Data for Community Health

▪ Don’t forget to submit scenarios & case studies in advance!

May 8 from 3:00 – 4:00 pm ET



Join All In at Upcoming Conferences

▪ Association for Community Health Improvement National Conference

Exhibit Booth, March 14 – 16 in Atlanta, GA

▪ NNPHI Open Forum for Quality Improvement and Innovation in Public Health

Plenary and Breakout Session, March 29 – 30 in Louisville, KY

▪ Community Information Exchange Summit

Exhibit Booth and All In Meet-up, April 16 – 17 in San Diego, CA

▪ Health Datapalooza

Panel Presentation, April 26 – 27 in Washington, DC



Call for Applications: DASH CIC-START

▪ DASH CIC-START aims to help local collaborations catalyze their efforts 
to share and use multi-sector data to improve community health.

▪ Application Deadline: March 23 at 3:00 pm ET

▪ Learn more: dashconnect.org/cic-start

http://dashconnect.org/cic-start/


Sign Up for the All In Online Community 

Continue the 

conversation 

Access 

resources
View upcoming 

events

Connect with 

peers

allin.healthdoers.org



Connect with Us

▪ Visit our website: allindata.org

▪ Sign up for our online community: allin.healthdoers.org 

▪ Follow #AllInData4Health on Twitter

▪ Sign up for news from All In 

http://www.allindata.org/
http://www.allin.healthdoers.org/
https://twitter.com/search?q=#AllInData4Health&src=tyah
https://visitor.r20.constantcontact.com/manage/optin?v=0010YFcABXlzqUB3Nt1U4lBbSg4bnWwIdKl4FcM3xEsIyYBno54W_TRK65Es3dqXebANoyoiz1fndzHeWzagPXsEj0TTxb1zdzaFk6Pi3BTxkyv4VVNjf3jkT594ZRYGs93JyIfmfmRCE4WZD0TdgdkYh8ejbpdrHQFzaitYf7RqYxcvkKGbpSbrA%3D%3D


Next Steps

▪ Share your feedback

Please complete the evaluation survey following the webinar

▪ Resource list, slides, and recording will be posted

Available online at allindata.org/resources

Thanks for participating!

http://www.allindata.org/resources/

